Intelligent Agent Security Manager™ Promia, Inc.

Full life cycle incident management Protect - Detect - Respond

Forensic Analysis and Reporting

IASM includes an extensive set of querying and reporting tools. The IASM status reports
provide critical real-time network-wide situational awareness. Unlike other security
management applications that use third party canned packages, the IASM tools are very
aware of the network security domain. The IASM reporting macro language includes numerous
network centric functions among its hundreds of functions. Besides a full report designer, a
comprehensive set of ad hoc query tools are provided ranging from free form to point-and-click
querying. This breadth of tools is required by the very nature of security analysis. Many

investigative actions are repeated, but other actions are more ad hoc, possibly looking across
time, space, and databases.
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IASM reports can include graphs with numerous charting nen InchatiM (=11
options. Besides drill down capability, reports can even Bl Edt Wiew Wirdow el
include hot buttons that, when clicked, open up the main HE Ear &
IASM Incident Management window itself. If you see an
interesting incident shown in a report, the details are just a
click away. No more writing down long ID’s and retyping
them. Reports are now fully interactive and a complete part
of the overall investigative process. As a result, managers,
analysts, and operators can better understand outstanding
issues and accomplish their tasks more productively.

Graphs, Hot Buttons and More...
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Easily Join Security Data with Other Enterprise Data

Unlike other applications, IASM is not limited to accessing SQL databases. In fact, IASM
permits access to non-SQL databases using a set of customer proven data source drivers.
Reports can be easily created that join across heterogeneous data sources, servers, and
data formats. Combining log alert data with enterprise asset information or other data is quick
and easy. In addition, an optional Computer Associate’s Unicenter TNG interface permits
joining security data with Unicenter TNG data. This interface has gone through the Unicenter
certification process and takes advantage of the comprehensive Unicenter WorldView API.
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Repor: Alerts that are open incidents with Unicenter Data
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Enterprise Security Portal
In addition to the comprehensive desktop : =l
components, IASM also provides a full web Be B Ww Faveles Indk Cip [ # |
application server function. This allows : B
customers to schedule, publish, and distribute
security reports such as shift turnover and it
management reports. The IASM web AT
application server is used to rapidly build st
security portal applications that take b Wt
advantage of IASM'’s rich feature set. a1
Customers are not locked into a vendor i
1010004

installed browser centric applications. IASM
even includes built-in exporting of Adobe
Acrobat PDF, rich text format (RTF), hyper-
text markup language (HTML), and other
common formats.
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